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Abstract
Grid computing is one of the fastest emerging tetdgies within the high performance computing
environment.Grid deployments that require acceslspracessing of data are called data grids. Theyoptimized
for data oriented operation. In a data grid envinent, data replication is an effective way to imgadata
accessibility. Here data partitioning and dynangplication in data grid are considered. In whickusity and
access performance of a system are efficient. Thereseveral important requirements for data giitduding
information survivability, security, and accessfpenance. More specifically, the investigation lie tproblem of
optimal allocation of sensitive data objects thag partitioned by using secret sharing scheme asuee coding
scheme and replicated. DATA PARTITIONING is knows the single data can be divided into multiple ofsie
REPLICATION is known as process of sharing inforimat(i.e.) storing same data in multiple systemsplRation
techniques are frequently used to improve datalahilify. Single point failure does not affect thegstem, where

the data will be secured.
General Terms. Performance, Reliability, Security

Keywords: Data grid, Replication, Data partitioning, Repli®istributed computing.

Introduction

Data grid is a distributed computing
architecture that integrates a large number of dath
computing resources into a single virtual data
management system. It enables the sharing and
coordinated use of data from various resources and
provides various services to fit the needs of high-
performance  distributed and data-intensive
computing. Many data grid applications are being
developed or proposed, such as DOD’s Global
Information Grid (GIG) for both business and
military domains, NASA'’s Information Power Grid
GMESS Health-Grid for medical services, data grids
for Federal Disaster Relief, etc. These data grid
applications are designed to support global
collaborations that may involve large amount of
information, intensive computation, real time, @nn
real time communication. Success of these projects
can help to achieve significant advances in busines
medical treatment, disaster relief, research, and
military and can result in dramatic benefits to the
society.

There are several important requirements for
data grids, including information survivability,
security, and access performance. For example,
consider a first responder team responding toeaitfiir

a building with explosive chemicals. The data grid
that hosts building safety information, such as the
building layout and locations of dangerous chersical
and hazard containment devices, can help draw
relatively safe and effective rescue plans. Delayed
accesses to these data can endanger the respanders
well as increase the risk to the victims or cause
severe damages to the property.

At the same time, the information such as
location of hazardous chemicals is highly sensitive
and, if falls in the hands of terrorists, could sau
severe consequences. Thus, confidentiality of the
critical information should be carefully protected.
The above example indicates the importance of data
grids and their availability, reliability, accuracgnd
responsiveness. Replication is frequently used to
achieve access efficiency, availability, and
information survivability. The underlying
infrastructure for data grids can generally be
classified into two types cluster based and peer-to
peer Systems.

In pure peer-to-peer storage systems, there is
no dedicated node for grid applications (in some
systems, some servers are dedicated). Replicaion ¢
bring data objects to the peers that are closéndo t

http: // www.ijesrt.confC)l nternational Journal of Engineering Sciences & Research Technology
[1686-1691]



[Gulmeher, 3(3): March, 2014]

accessing clients and, hence, improve access
efficiency. Having multiple replicas directly impb
higher information survivability. In cluster-based
systems, dedicated servers are clustered togather t
offer storage and services. However, the number of
clusters is generally limited and, thus, they may b
far from most clients. To improve both access
performance and availability, it is necessary to
replicate data and place them close to the clients,
such as peer-to-peer data caching. As can be seen,
replication is an effective technique for all typefs
data grids. Existing research works on replication
data grids investigate replica access protocols
resource management and discovery techniques
replica location and discovery algorithms and &pli
placement issues.

Replication of keys can increase its access
efficiency as well as avoiding the single-pointee
problem and reducing the risk of denial of service
attacks, but would increase the risk of having som
compromised key servers. If one of the key serigers
compromised, all the critical data are essentially
compromised. Beside key management issues,
information leakage is another problem with the
replica encryption approach. Generally, a key edus
to access many data objects. When a client lednees t
system or its privilege for some accesses is raljoke
those data objects have to be re encrypted using a
new key and the new key has to be distributed to
other clients. If one of the data storage servers i
compromised, the storage server could retain a copy
of the data encrypted using the old key. Thus, the
content of long-lived data may leak over time.
Therefore, additional security mechanisms are
needed for sensitive data protection. In this paper
consider combining data partitioning and replicatio
to support secure, survivable, and high performance
storage systems.

Existing System

The intrusion tolerance concept and data
partitioning techniques can be used to achieve data
survivability as well as security. The most comnyonl
used schemes for data partitioning include secret
sharing and erasure coding. Both schemes partition
data into shares and distribute them to different
processors to achieve availability and integrity.
Secret sharing schemes assure confidentiality dven
some shares (less than a threshold) are compromised
In erasure coding, data shares can be encrypted and
the encryption key can be secret shared and
distributed with the data shares to assure
confidentiality. However, changing the number of
shares in a data partitioning scheme is generally
costly. When it is necessary to add additional ehar
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close to a group of clients to reduce the
communication cost and access latency, it is e&sier
add share replicas. Thus, it is most effective to
combine the data partitioning and replication
techniques for high-performance secure storage
design.
Limitation of Existing System
. Low security of data if it is stored in
grids.
. We need to remember the security
key for associated file.
. GUI not so user friendly.
. Existing system does not provide
absolute protection for stored data.

Proposed System

We consider data partitioning (both secret
sharing and erasure coding) and dynamic replication
in data grids, in which security and data access
performance are critical issues. More specificallg,
investigate the problem of optimal allocation of
sensitive data objects that are partitioned by gusin
secret sharing scheme or erasure coding scheme
and/or replicated.

Replication techniques are frequently used
to improve data availability and reduce client
response time and communication cost. One major
advantage  of replication is  performance
improvement, which is achieved by moving data
objects close to clients. In full replication afirgers
keep a complete set of the data objects.

In this paper, we propose a concept of
system where there would be more secured
environment for the privacy of the data stored in
grids. Before making this concept we would keep
dual layered security in mind, in which one layer
would be the general login authentication for tkeru
of the system to access any information. In second
layer we can add cryptography feature to the file
fragments that should be saved in all other systems
over the LAN.

As advancement to the  present
cryptographic scenario where user encrypts or
decrypts the data through the keys, we can genarate
case where user need not provide the key but
automatically it would be generated and saved én th
database. As the person uploads any file the key
would be generated which is associated with a
respective file and at the time of viewing the file
would check with the login id and password of the
user who tries to access the information, if cdrrec
then it would find the stored key and decrypt it
automatically.
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GRID Structure

The grid Architecture involves the
following concepts, Data grid, middleware, d
fragmentation, data replication.

A. What isData Grid?

A Data Grid is an architecture or set
serviceghat enable individuals or groups of users
ability to access, modify and transfer extremergés
amounts of geographically distributed data
research purposes. Data grids make this pos
through a host of middleware applications
services thapull together data and resources fr
multiple administrative domains and then presettt
users upon request. The data in a data grid ce
located at a single site or multiple sites wherehe
site can be its own administrative domain gover
by aset of security restrictions as to who may ac
the data. Likewise, multiple replicas of the datay!
be distributed throughout the grid outside ti
original administrative domain and the secu
restrictions placed on the original data for whoyr
access it must be equally applied to the repli
Specifically developed data grid middleware is w
handles the integration between users and the
they request by controlling access while makin
available as efficiently as possible.

Fig 1.Datagrid

A. Middleware:

Middleware provides all the services ¢
applications necessary for efficient managemer
datasets and files within the data grid while pdawy
users quick access to the datasets and files
access services work hand in hawith the data
transfer service to provide security, access ctm
and management of any data transfers within the
grid. Security services provide mechanisms
authentication of users to ensure they are proj
identified. Common forms of secur for
authentication can include the use of passw(
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Authorization services are the mechanisms

control what the user is able to access after
identified through authentication. The user is &bl
access after being identified through authetion.
The backbone of the grid computing system
considered to the Grid Middleware. Because
communication across the entire network is

possible without the use of middleware. The pury
of grid middleware is to integrate the heterogest
resairces, efficiently assigning the resources to j
monitoring, managing and to provide the secure
access. In the past, while facing the ¢
infrastructure, many of the existing middlew:
shows the various limitations. To overcome tk
limitations, new middleware are proposed. )
introduced here some of the most widely u
middleware to meet the needs of comg
applications.

1. MPI Based Middleware: For the developmet
of parallel applications, MPI (Message Pas:t
Interface) is introduced as the main communica
library. For grid, new approach MPI-G2 is
introduced that is the implementation of MPI. W
the use of MPICH52, across the network
computers users can run Message Passing Inte
programs with the help of the same command. It
uses the Globus toolkit services. As a resul
provides the better results than its predecess$s
applications can be seen in worldde like,
to run and to distribute applications and conventi
Message Passing Interface programs ac
computers located at different sit

2. Java RMI Based middleware: To develop the
large scale distributed applications, Java F
(Remote Method Invocation) ba« middleware is
introduced. For object replication, a new approisc
introduced in java that is based on complier.
compiler is helpful for code generation for RMI &
to check the consistency. This approach resuli
better java objects replicationdalso performance
improved for parallel object based progre

3. NetSolve: In distributed environment, to sol
the computational scientific  problems, t
client/server  application is designed. T
middleware provides the facility for searching
available resources, selecting the best one res¢
and after solving a problem an answer is returiee
the user . With the Use of TCP/IP sockets,
communication between NetSolve Agents, Clie
and Servers is done. For searching and select
best one resource NetSolve agents are respor

4. Globus based middleware: One of the most
widely used middleware is Globus. The most pop
Globus toolkit is also provided by Globus. |
computational grid, it provides high level servic
Various sevices provides by Globus includes GR/
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(Globus Resource Allocation Manager) that
responsible for resource allocation, monitoring
management  services. GSI (Grid SecL
Infrastructure)  that  provides  sin-sign-on
authentication and authorizatiorciiities.

5. gLite :For grid computing, gLite is anoth
middleware. One of the unique features provide(
gLite is that according to the requirements of si
they can implement the services without using
system as whole. As we know in medical sr, huge
amount of data is produced, processed
manipulated. To run the medical image proces
applications over the grid infrastructure, Medi
Data Management approach is introduced. In
approach, advanced gLite data management sel
are usedby medical data management systerr
manage and store all the data in secured fas

6. Legion By the University of Virginia, Legiol
middleware project is introduced. For g
applications, Legion is object based meta sys
software. Legion providesvéault “mechanism fo
persistent storage. The limitation of Legion isttt
does not provide any mechanism to solve the is
like: Data load and Replica management

7. Condor and Condor-G: High throughpu
computing environment is provides by Con To
perform the computational tasks, Condor harne
the capacity of idle workstations. Without modifyi
the applications, it provides the facility to schkx
and monitor the applications. The limitation
Condor is that it does not support the pal
applications [8]. The combination of Condor ¢
Globus results in Condds-software system. For gr
applications, the purpose of Conderis to provide
the proper job management services.

8 . UNICORE: UNICORE is the Uniforn
Interface to Computing Resmes. It provides th
uniform Graphical User Interface (GUI) and secu
architecture where distributed resources can
accessed in secure fashion .1t allows that withbe
user intervention, data movement function can
performed in well manner [9

9. NIMROD AND NIMROD-G: An interface is
provided by Nimrod, where jobs can
independently submitted to a resource manage
system. A software system Nim-g is a
combination of Nimrod and Globus. For 1
scheduling and management of computati
resources that are geographically distributed w-
wide NimrodG is introduced. The result of |
implementation shows that how it is scheduling
tasks with in time and cost constraints in a \
manner [11].
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B. Datafragmentation

Data fragmentations a process of division ¢
mapping database where the database is broken
into number of parts then stored in the site otsuof
different computers in a data network, allowing
decisionmaking to data that has been divided. [
that has brokedown is still possible to be combin
again with the intention to complete the d
collection. When doing fragmentation, data
meet several conditions for the fragment is cori
below is fragmentation principle.

1. Completenessa unit of data thais still in the
main part of the relationship, then the data must t
one fragment. When there is a relation,
distribution of the data must be an integral pathe
relationship.

2. Reconstructian an original relation can &
reusedor combinedeturn of a fragment. When it h
broken down, data is still possible to be combi
again with no change in the structure of ¢

3. Disjointnessdata within the fragment should
be included in the other fragments in order to @
redundancy of da, except for primary key attribut
of vertical fragmentation.

C. Datareplication
Replication is known as process of shai
information. (i.e.) storing same data in multi

systems.

Sita 51 Sita 52 Site 53

= = =

L Al A2

DATA REPLICATION

Fig 2.Data Replication

Suppose database A is divided into
fragments, Al and A2. Within a replicated distriml
database, the scenario depicted in the follov
Figure is possible: fragment Al is stored at s@é:
and S2, while fragment A2 is stored at sites S2
S3.

Replication techniques are frequently u
to improve data availability reduce client respo
time and communication cost. Single point fail
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does not affect this system, Where the data will be
secured. One major advantage of replication is
performance improvement, which is achieved by
moving data objects close to clients. In full
replication all servers keep a complete set ofdduz
objects. Three replication scenarios exist: a detab
can be fully replicated, partially replicated, on u
replicated.

1. A fully replicated databasestores multiple copies

of each database fragment at multiple sites. Is thi
case, all database fragments are replicated. A full
replicated database can be impractical due to the
amount of overhead it imposes on the system.

2. A partially replicated databasestores multiple
copies of some database fragments at multiple. sites
Most DDBMSs are able to handle the partially
replicated database well.

3. An un replicated databasstores each database
fragment at a single site. Therefore, there are no
duplicate database fragments. Several factors
influence the decision to use data replication.

4. Database sizefhe amount of data replicatedll

have an impact on the storage requirements and also
on the data transmission costs. Replicating large
amounts of data requires a window of time and
higher network bandwidth that could affect other
applications.

5. Usage frequencyThe frequency of data usage
determines how frequently the data needs to be
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system .

Conclusion

We have combined data partitioning
schemes (secret sharing scheme or erasure coding
scheme) with dynamic replication to achieve data
survivability, security, and access performance in
data grids. The replicas of the partitioned da&dne
be properly allocated to achieve the actual
performance gains. We have developed algorithms to
allocate correlated data shares in large-scaletpeer
peer data grids. Data grid is a distributed conmauti
architecture that integrates a large number of dath
computing resources into a single virtual data
management system. It enables the sharing and
coordinated use of data from various resources and
provides various services to fit the needs of high-
performance  distributed and data-intensive
computing. Moreover, it may be desirable to conside
multiple factors for the allocation of secret slsaa@d
their replicas. Replicating data shares improves
access performance but degrades security. Having
more share replicas may increase the chance of
shares being compromised. Thus, it is desirable to
determine the placement solutions based on multiple
objectives, including performance, availability,dan
security.

Future Enhancement

Now we applied only in Data Grid security.
In future we can apply at any sort of business
application to produce absolute development and
with security enhancement.

updated. Frequently used data needs to be updated References

more often, for example, than large data setsdtat
used only every quarter.

6. Costs:including those for performance, software
overhead, and management associated with
synchronizing transactions and their components vs.
fault-tolerance benefits that are associated with
replicated data.

Advantages
. Data will be secured .
. It enables the sharing and coordinated use of

data from various resources and provides
various services to fit the needs of high-
performance distributed and data-intensive
computing.

. Replication techniques are frequently used
to improve data availability and reduce
client response time and communication .

. Single point failure does not affect this
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